
HOW TO KEEP YOUR PASSWORD SAFE!

Tips on keeping your password secure

User names and passwords are commonly used by people during a log in process 
that controls access to protected computer, mobile phones, automated teller 
machines (ATMs), and others. Users may require passwords for many purposes: 
logging in to computer accounts, retrieving email from servers, accessing 
programmes, databases, networks, websites, and even reading the morning 
newspapers online. 

A password is a secret word, phrase or string of characters that is used to gain access to secured data, to 
prove identity or to gain access to a resource.

The password should be kept secret from those not allowed access. Passwords might be stolen, spoofed, or 
forgotten. The easier a password is for the owner to remember generally means it will be easier for an 
attacker to guess. Hence, a strong password is your first line of defence against intruders.
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MCMC is charged with overseeing the new regulatory framework for the converging industries of 
telecommunications, broadcasting and on-line activities, in accordance with the national policy objectives set 
out in the Communications and Multimedia Act 1998 (CMA), as well as postal services and digital certifications.

Towards a globally competitive, efficient and increasingly self-regulating communications and multimedia 
industry generating growth to meet the economic and social needs of Malaysia.

Malaysian Communications and Multimedia Commission (MCMC)

Vision

We are committed to :

• Promoting access to communications and multimedia services;
• Ensuring consumers enjoy choice and a satisfactory level of services at affordable prices;

• Providing transparent regulatory processes to facilitate fair competition and efficiency in the industry;
• Ensuring best use of spectrum and number resources;

• Consulting regularly with consumers and service providers and facilitating industry collaboration.

Mission

Let’s make it really hard for the hackers to hack into your account. Passwords are difficult to guess if the 
amount of possible combinations is large. Ideally, the password you select should be easy for you to 
remember but hard for someone else to figure out.

Use a strong password: Have a mix of capital letters, small letters, numbers and symbols (at least 8 
characters long). Longer passwords are harder for thieves to crack.

Passwords should be changed frequently , at least every few months for the accounts you use often.

Do not recycle your passwords.

Do not send your password by email. No reputable firm will ask you to do this.

Do not reveal your password on the display screen.

Don’t use the same password for everything. Having one password for all of your accounts makes you 
extremely exposed to hackers. Use different passwords to control your online banking, blogging, social 
networks, and email account.
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Safety First

Malaysian Communications and Multimedia Commission 



TIPS FOR PARENTS & CAREGIVERS

Today, millions of youngsters spend their time on the Internet for a variety of purposes e.g. 
looking for information, communicating with friends and families, or doing a class 
assignment. With the right measure of parental control, protecting children in the online 
environment isn’t as difficult as it seems. 

Do not keep the computer in your child’s bedroom: it is not an inanimate tool like a desk or 
an atlas. Keep the computer in the living room, family area or study or accompany your 
child when they use computers at the public libraries or Internet cafes.

This way you, as a parent, and any other adults in the house, can check in on your child as 
he or she explores the Internet. If it is not possible to keep the computer in a common area 
of the home, then it is even more important to check in on your child while they are online 
or to spend time with your child while they are online.

Just as you teach your child about the real world by exploring it with them, guide them 
through the online world. Learn about the services your child uses by taking the time to see 
what they are doing online and where their interests lie. If you run into content that is 
offensive to you, talk to your child about it. Explain why you believe the material is harmful 
and what you intend to do.

Encourage your child to tell you when they run into content that they are unsure about, 
and to not respond to it. If you believe that someone online is doing or about to do 
something illegal, then you should report it to the appropriate authorities. Reports can be 
made to your Internet Access Service Provider, the Communications and Multimedia 
Content Forum of Malaysia (CMCF), Malaysian Communications and Multimedia 
Commission (MCMC) or the police. Make sure that you keep copies of all the email 
messages including the header information. The authorities will need them. 

Discuss your rules and guidelines with your child, post them near the computer and 
monitor your child’s compliance. The rules should set reasonable limits on the amount of 
time spent online. If you decide to use a blocking software, then find one that is consistent 
with your own values and beliefs. Additionally, you should take the time to learn the 
strengths and limitations of the package that you choose. 

A credit card number is required to gain access to many adult Internet websites, and a 
modem can be used to dial phone numbers other than the phone number of your Internet 
Service Provider. So, monitoring them consistently will help you look out for potential 
abuses. 

This is the Internet version of “never talk to strangers”. Teach your child to never give out 
their name, address, phone number, school name or any personal information especially in 
public places like chat rooms and bulletin boards. Using a nickname or a pseudonym is 
common practice on the Internet and it is a way in which your child can protect their 
personal information to a certain extent.

It is possible to form beneficial and lasting relationships online, but there are people who 
misrepresent themselves and may take advantage of your child. Make sure that your child 
knows not to arrange to meet their online friends without your permission. If you permit a 
meeting with an online friend, then make sure of the following: 

• You accompany your child; and 
• They meet in a public spot. 
 
Take the time to learn more about the Internet. Ask your child to teach you what they 
know. Look for courses being offered in your community.
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“Adam is a brilliant student at school and always receives praise  for his excellent results from his 
teachers. Unfortunately, he became arrogant and often shows off and belittles his friends’ opinions 
when he‘s on social networking websites. 

As a result of this, his classmates retaliates by making fun of him online. Over time, Adam finds 
himself increasingly isolated from his classmates and finds it difficult to concentrate in class as he’s 
always thinking about what others are saying about him. His teachers also note that his schoolwork 
has started to slip”.

Who is at fault here? Adam, for his arrogance? Or are his classmates’ actions justified?

There is a Malay saying, “Kerana mulut badan binasa”, loosely translated means, what you say can you 
harm. While words have the potential to hurt others, it is also a reflection of you as a person. So treat 
people the way you want to be treated. We should always remember the positive principles our 
culture teaches us and hold dear to our values as we venture into the digital age.

Be a “Buddy”
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What You Post 

Define Who You Are

Internet has become a space where people express 
their feelings, whether positive or negative. Before 
you express your emotions online, ask yourself “How 
will others see or judge me if I post this?” Take a deep 
breath, and relax before you click. Avoid posting 
or updating while you are angry as you might regret 
your emotional outburst later.

Be a “Buddy”
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Play by the Rules!

Be a “Buddy”
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Your Reputation is 

in Their Click

Internet is fast becoming a medium for businesses to 
advertise and market their products and services. If 
you own an online business, be mindful of your online 
presence – this could be in the way you manage your 
customer’s expectations, how you organise your website
and what you post on your updates. All your efforts can 
be spoiled by a bad review, so think before you click.

Be a “Buddy”
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Be a “Buddy”

Be a “Buddy”

05
Respecting yourself

and others

Be a “Buddy”
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It’s Euwwwwww!

With social networking, we often share our emotions 
online, whether it is our happiness, frustrations or even 
anger. We also respond to other’s comments. Be aware 
of the power you have over your own speech online – you
can make or break someone’s spirit. Be a ‘buddy’, never 
judge or condemn others, we may never know how our 
comments are received, and when we do, it is often too 
late to retract it.

Be smart and sensitive about what you share! Not 
everyone shares the same tastes in photos and videos 
as you, so don’t spam your friends with them. It might 
embarrass them or you! 

Be a “Buddy”
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Don’t Add Fuel to Fire

The online medium is made for sharing – but not 
everything needs to be shared. Respect your friend’s 
privacy the way you want them to respect yours. 
Remember, if the issue is personal to you, you may 
want to step back and think about how the information 
may be perceived by others and what it says about you.

In a multi-religious, multi-racial, and multi-cultural 
country like ours, we should always be mindful of each 
other’s sensitivities. If however you find a potentially 
sensitive or provocative material online, report to the 
administrator; don’t compound the issue by spreading 
it to others.

YOU ARE WHAT 
YOU CLICK

Current widespread modernisation and technological 
development of Internet facilities and applications has 
contributed to the existence of various social networking 
platforms providing multiple channels for individuals to 
interact, network as well as share information, creative 
work, and knowledge.

It is indeed unfortunate that these facilities have been 
misused by certain individuals to create chaos, spread 
false information and rumours, insult and degrade 
others and upload harmful content.

 

Here are some useful tips to remind ourselves and those 
under our care when communicating on the Internet:-

YOU KNOW WHERE 
TO START

Forums, blogs or social media services are new channels 
for exchanging views and experiences.  Be aware of any 
rules or codes of conduct in the discussion that you are 
participating in, no one likes a troll. Stay in line with the 
topic discussed and respect other people’s opinions even 
if you don’t agree with them.


